NMHOOPMALIMOHHAA NMAMATKA
And oObYYAIKOLWKUXCA And PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaXAbIM TOI0OM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbINIE, a MIKOJIBHUKHU OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJieMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e30macHo
HaXOJIUThCS B CETH.

KomMnbroTepHble BUPYCbI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MIPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBISIETCS CIOCOOHOCTh K PasMHOXKEHHIO. B JomojHeHune K 3TOMY,
BUPYCHl MOTYT MOBpPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTh Bce (Qailibl M JaHHBIE,
MOJJKOHTPOJIBHBIE TTOJIH30BATEI0, OT HIMEHU KOTOPOTO ObLIa 3aIlyleHa 3apa)keHHas! IporpaMma,
a TaKXe MOBPEeIUTh WIM JIa)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl YEPE3 UHTEPHET.

MeTtobl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. TlocrossHHO ycTaHaBnMMBald madTd (UQPOBBIE 3aIUIATKHA, KOTOPHIE ABTOMATHUECKH
YCTAHABJIMBAIOTCS C 1IN0 JOpabOTKM MpOrpaMMbl) M JIPYrHEe OOHOBJICHUS CBOCH
omnepanroHHoN cucteMbl. CkaumBail UX TOJIBKO ¢ opuIMaibHOro cairta paspadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE IO NPaBaMHU IIOJH30BATEls, a HE aJMHHUCTPATOPA.
DTO HE TMO3BOJMUT OOJBUIMHCTBY BpPEAOHOCHBIX NPOTPaMM HMHCTAUTMPOBAaThCI HA TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUECKHi JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Ucnonb3yii BHeNIHWE HOCUTENU MH(MOpMalWU, Takue Kak Quemnika, AUCK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, TOTyYEHHBIE U3 HEHAIEKHBIX UICTOYHHUKOB. [laxe
Te (aiiIbl, KOTOpBIEe MPUCIIAT TBOM 3HAKOMBIN. JIydile yToYHM y HEro, OTIpaBIIsy I OH Te0e uX.

Cetun WI-FI

Wi-Fi - 370 He B mepenaun JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnaHus 3apeructpupoana Opena "WECA", uro ob6o3nauaio
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamero BpeMeHHM Jola Jpyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BhICIICH 3BykoBoM TexHukn Hi-Fi, uTo B mepeBoie o3HavaeT "BrICOKAst TOUHOCTH'".

Jla, OecrlaTHBI HMHTEPHET-IOCTYN B Kade, OTeNnsX M a’dpomnoprax SBISETCS OTIMYHON



BO3MO>XHOCTBIO BBIXOJIa B UHTEpPHET. HO MHOTHE AKCIEePThl CUYUTAIOT, YTO O0IIenoCcTyHbIe Wi-
Fi cetu He sgBnArOTCS O0€30IIaCHBIMHU.

CoeTbl 110 0€30MaCHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JWuyHYH HH(popManuio dYepe3 odOmenoctynuele Wi-Fi cern.
Paboras B HUX, )KeNnaTeabHO HE BBOJAUTH MAPOJIH JOCTYIA, JOTUHBI U KAKHE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl U OpaHaMayep. Tem caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwzoBanmu Wi-Fi otkmoun ¢dynknuro "OOmmit moctyn Kk (daiiam wu
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO YMOIJYAHHIO, OJHAKO HEKOTOPHIE IMOJIH30BATEIIN
AKTUBUPYIOT €€ JUIsl y100CTBa MCII0JIb30BaHus B paboTe win y4eoe;

4. He wucnons3yii myonuunbeiii WI-FI mis mepemaun nUYHBIX JAHHBIX, HApUMeEp s
BBIX0/1a B COLIMAJIBHBIE CETU WIX B YJIEKTPOHHYIO I10UTY;

5. Ucnonw3yil Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gynkuuio "Tloakmouenne k Wi-Fi aBromarnuecku".
He nomyckaif aBTOMaTn4ecKoro MOAKIIOYEHHs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacwusi.

CoumanbHble ceTu

CormuanbHble CETH aKTUBHO BXOJST B HAIly JKU3Hb, MHOTHE JIIOJM PaOOTAIOT U KUBYT Tam
noctosiHHO, a B Facebook ye 3aperucrpupoBaH MIILIHAp] YEJIOBEK, UTO SIBJISIETCS OJHOMN
CebMON BCEX KHUTeNeH IMiuaHeThl. MHOTHE MONb30BaTENd HE MOHUMAIOT, YTO HHGopMaIwus,
pa3MelIeHHass UMH B COITMATBHBIX CETSAX, MOXKET ObITh HAM/IEHAa U MCIOJb30BaHa KEM YIOJIHO, B
TOM YHUCIIEe HE 0053aTebHO ¢ OIaTIMH HAMEPEHHSIMH.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COHAJIbHBIX CCTAX:

1. Orpanmup coucok apy3eil. Y TeOs B ApPYy3bsSX HE JOIDKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amumail cBO0 4acTHYIO *kH3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUSI U JAPYTyI0 JUYHYI0 HHGOpMaluio. 3J0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaKe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuimai CBOI pemyTaiuio - IepKU €€ B YUCTOTE W 3aJiaBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI JAPYTUE MOTH30BATENN BUACIH, YTO ThI 3arpyxaemisb? [logymail, mpexae 4eM 4To-To
OITyOJINKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Eciu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACILb, HE MCIOJIb3YH CBOE PEaIbHOE UM
U IPYTYI0 JUYHYIO HH()OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€Obl U MTPOYEE;

5. U30eraii pazmemienus ¢ororpaduit B IuTepHete, rae Thl H300pakeH Ha MECTHOCTH, IO
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucTpanuu B COIMAIBLHON CETH HEOOXOIMMO HCIIOJIB30BATh CIIOXKHBIE MMAPOJIH,
cocTosmue u3 OykB v QP U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;



7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIONB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B3710MAlOT, TO 3JOYMBIIIJIEHHUKH OJIYy4aT JOCTYI TOJIBKO K OJAHOMY
MECTY, a HE BO BCE Cpasy.

ANEeKTPOHHbIe AeHbIM

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA cHoco0 IuIaTeXed, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M IIOABHJIMCH COBCEM HCAABHO WM HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax A0 CHUX IIOP HE IPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3ACIsIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HKIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH ONepauud 0e3 WACHTH(PHKAIUK [OJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0Ib30BATENA ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pasinyaTrbh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OcHoOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JI€HbIAMHU:

1. TlpuBsku K cueTy MOOWMIBHBINA TenedoH. DTO camblii YyAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUTBH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiHu 3a0yaenib CBOM
TUTATS)KHBIA TTAPOJIb WITK 3aiICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Vcnonw3yi ogHOopaszoBbie napoiu. [locie nepexosia Ha yCUICGHHYIO aBTOPHU3AINIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITH TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli maposib. [IpectynHukam OyaeT He IpOCTO yrajgaTh CIOXKHBINA MMapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee 8 3HAKOB U BKJIIOYAIOT B cels
CTPOYHBIE U IPONUCHBbIE OYKBbI, HU(PBH U HECKOJBKO CHUMBOJIOB, TaKM€ Kak 3HAK J0Julapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JTUYHBIC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
ANeKTPpOoHHas no4Ta

DJIEKTpOHHASA TOYTa - 3TO TEXHOJIOTHS M MPEIOCTABIISIEMBIE €0 YCIYTH IO MEPECHUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpPBhIE paCHpEAeNsiOTCS B KOMIBIOTEPHOH CeTH.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBII SITITAK BBITIISITAT CIIETYFOIIUM obpazom:
UMs_TIONb30BaTeNA(@HUMs_TOMEHa. Takke Kpome Tepeqayd TMPOCTOro TEKCTa, HMEeeTcs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 110 06€30MacHO paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPATHh TEM, KOTO 3HAellb U KTO MEPBbIA B
pEUTHHTE;

2. He yka3pIBail B NMYHOM mouTe NU4HyI0 MHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKaNbHBIN (aHaTt@" wim "pokx2013" BmecTo "Temal3";

3. Vcnonp3yil ABYXATAHYIO aBTOPU3aLMI0. JTO KOTJa OMUMO IapoJis HYKHO BBOAMTH



KO/, IpUChIIaeMblIit mo SMS;

4. BpiOepu CcHOXHBIA Tapodib. JIJIsi KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOMKHOCTh HamucaTh CaAMOMY CBOW JIMYHBIA BOMPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJBbKO IOYTOBBIX SIIMKOB. IlepBbI 1711 4YacTHOM MEpPENnHuCKH C
aJpecatamMu, KOTOPHIM Thl JIOBEpsCIb. DTO 3JIEKTPOHHBIM aJpec HE HA/l0 HCIOJIb30BaTh MPHU
peructpanuu Ha popymax u cairax;

7. He oTKpbIBail ¢aiinbl U Apyrue BIOKEHHS B MUCbMaX, Aa)Ke €CIM OHU MPHUIILIH OT TBOUX
npys3eil. Jlydine yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 3TU (ailibl;

8. [lociie okoHyaHust pabOTHI HAa TTOYTOBOM CEPBUCE MEPE]l 3aKPHITUEM BKJIAJIKU C CAUTOM
He 3a0y/b HakaTh Ha "BeriiT".

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTenbCTBO

KubepOymnuHr - npeciiejoBaHle COOOIIEHUSIMU, COACPKAIIMMU OCKOPOJIEHUS, arpeccutio,
3aIyTUBAHKEC; XYJIUTAaHCTBO, CONMAIbLHOE OOMKOTHPOBAHKME C TMOMONIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crmoco6: mocoBeToBaThCs Kak ceOst BECTU U, €CITU HET TOTO,
K KOMYy MOXHO OOpaTHThCS, TO BHayaje YCIOKOWUTbCs. Eciu Thl HauHen» OTBeYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO elrle OOJIbIIIe pa30XoKelh KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTHL B CETH MHHMAS. Cy'H_[eCTBy}OT CITOCOOBI BBISICHUTBb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BecTH XyMUTAaHCKHI 00pa3 BUPTyalbHOU >XKu3HU. VIHTEpHET (puUKCHpyeT Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y TAJIUTh UX OYyACT KpailHe 3aTpyIHUTEIHHO;

5. CoGurosait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPa30BbIe OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHPOBKHU OTIIPABKU COOOIICHUN C ONPEACTICHHBIX aJ[PECOB;

8. Ecim Tl cBuzmerens kuOepOysuiuHra. TBOM  JEMCTBHS: BBICTYNUTh NPOTHB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOAJEPKATh
KEpPTBY, KOTOPOW HYXHa IICHUXOJOrMYecKas IIOMOIlb, COOOUIUTH B3pOCIbIM O (akre
arpecCUBHOIO IOBEJEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIOJIHE B3pOCIbIN (DyHKIIMOHAT,



U TENepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMH KoMIlbioTepamu. OJIHAKO, CPEeACTB
3alUTHI U711 TOJIOOHBIX YCTPOMCTB MOKa O4YeHb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEH B
HUX TPOUCXOJUT HE TaKk MHTeHCUBHO, kak s IIK, To ke camoe kacaercss U MOOMIIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAaKTHYECKH JOTHAIH HACTOJBLHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIHMOHAJa BJeYeT 3a CO000i OOJBIIYI0 CIOXHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIIUE KPUTHYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETEI JJIA 0€301acHOCTH MOOHILHOTO TeJ'Ie(bOHaZ

Huuero e siBnsiercss mo-HacrosimiemMy OeciuiaTHbIM. Byns ocToposkeH, Beap Korja Tede
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTh SMS, poTo nnmum Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HUTOre?

Heo6xo0auMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBbI 111 MOOUITBHBIX Telle()OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHUKA, BCAb OHU MOI'YT COACPIKATH
BPCAOHOCHOC TPOIpaMMHOC O6CCHC‘-ICHI/IC;

[locne Toro kak Thl BBIWJEIIb C caiiTa, IJ€ BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiu B
HacTpolku Opaysepa u yjaanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMJIBHOTO TeaeoHa TOIBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Mojb3yenibcs. He 3a0piBaii mHOTIA
MIPOBEPSITH ITO.

Online urpbl

COBpeMeHHBIe OHHaﬁH-I/IT‘pBI - OTO KpaCOYHBLIC, 3axXBAaTbIBAIOIIUC PA3BJICYCHMU,
06'LC,Z[I/IH$IIOIJ_II/IC COTHHU TBICAY YCJIOBCK II0 BCECMY MUPY. HPpOKI/I HCCICAYIOT JQHHBIM UM MHp,
06HI3IOTC$I ApYyT C APYroM, BBIIIOJTHAIOT 3adaHUsA, CPpAXKAOTCA C MOHCTpaMU M MOJYYarOT OIIBIT.
3a YAOBOJIbCTBUC OHH IIJIATAT: MOKYIIAIOT AHUCK, OIJIAYHMBAIOT a0OHEMEHT HIIH an/I06peTa10T
KaKue-TO OIIIIMH.

Bce atum cpenctBa MIyT Ha TOAAECpKAHME M DPA3BUTHE UIPHL, a TaKKe Ha caMy
0€30MacHOCTh: COBEPIIECHCTBYIOTCSI CHUCTEMBbl AaBTOPH3AllMU, BBINYCKAIOTCS HOBBIE MaT4u
(un¢poBbIe 3aIIATKU AJISE IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUIrpax CTOUT oOIlacaTbCid HE CTOJIBKO CBOMX COIICPHHKOB, CKOJIBKO KpaXXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3AlIUN OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI IO 0€30ITACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:



1. Ecim npyroii urpok BeneT cedsl TII0XO MM CO3JaeT Tede HENPHITHOCTH, 3a0JIOKHPYH
€ro B CIIMCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UI'Pbl HA IUIOXOE MOBEAEHUE ATOI0 UTPOKa, )KEJIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uManbHbIC TATYH U MOJIBL;

6. Mcnonb3yii cliokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. Iloka Tel Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

PULINHT Unun Kpaxa NN4YHbIX AaHHbIX

OObIYHOM Kpakel [eHer M JOKYMEHTOB CEerofHs YK€ HHUKOTO H€ YIUBHUIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJIOTUM 3JOYMBIIUICHHUKHA TEPEMECTUIIUCh B HWHTEPHET, |
MIPOJIOJDKAIOT 3aHUMATHCS " TFOOUMBIM" J1EJIOM.

Tak mosiBHIIacCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT, TJIaBHAS LEJb
KOTOPOI'O COCTOMT B IOJYYEHMH KOH(HIEHIMAIbHBIX IAHHBIX IOJb30BaTENIEH - JIOTMHOB U
naponeil. Ha anrnumiickoMm s3bike phishing unraercs kak ¢ummHr (ot fishing - peiOHas jg0Bis,
password - maposb).

OcHOBHBIE COBETHI 110 0OPHOE C PUIIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecii Tbl mojj03peBaeliib, 4To TBOSI aHKeTa Obljla B3JOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTH aAMMHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonp3yil CIOXKHBIE W pa3Hble Mapoiu. TakuM oOpa3om, eciau TeOs B3JIOMAloT, TO
3II0YMBIIIJICHHUKHY TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMali, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHbl y T€Os B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIMHTOBbIE CaliThI;

5. YcranoBu HazexHbIi naposb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBail (haiiiel U Ipyrue BIOKEHUS B MHCbMaX, Ja)Ke €CJIM OHU MPUIIUTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISINA JIM OHU Te0e 3T (aiiibl.

LUndpoBas penyrauus

[udposas pemyrarus - 3TO HEraTHBHAs WM TMO3UTHBHAs WH(OpMAIMs B CETH O TeOe.



Komnpomerupyromas uHpopmanus, pa3MelleHHas B MUHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOW ku3HU. "lludpoBas pemyranus" - 3To TBOH MUMHIK, KOTOPBIH
dopmupyercst u3 unpopmaru o Tede B MHTEpPHETE.

TBoe mecTo KUTCJILCTBA, y‘IC6BI, TBOC (1)I/IHaHCOBO€ ITIOJIOXKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K NMyOJWKAaIMu JHYHONW HMH(OpManuu B
NurtepHeTe, HE MOHMMAas BO3MOXHBIX NOCHEACTBUM. Thl 1ake HE CMOXKEIIb JA0ragaTbCs O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3a/l, CTajla MPUINHON O0TKa3a MPUHATH TOS Ha padoTy.

Kommenrtapuu, pasmenienue TBoux ¢ororpaduii u Apyriue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CIe TOro, KaK Thl X yAaauIlb. Thl HEe 3Haelllb, KTO COXpPAaHWI 3Ty HH(OpMaIHio, romnaia
JM OHAa B IIOMCKOBBIE CHCTEMBl M COXPaHWIACh JHM OHA, a IJIaBHOE: YTO MOAYMAOT O Tebe
OKpY’KarollMe JIOAU, KOTOpble HAaIyT U yBUAAT 3T0. Hailtu nHpopmanuio MHOro JIeT CIycTs
CMOJET JII000HM - Kak M3 J0OphIX NOOYKIEHHM, TaK U C HAMEPEHHEM INPUYUHUTH Bpea. DTO
MOYET OBITh KTO YI'OJHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITYTAIINH:

1. Tlomymaii, mpexae 4em 4To-TO MyOJMKOBaTH M IepenaBaTh y cebst B Oiore wiu B
COIIMAILHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBU OTpaHMYECHHUS Ha MPOCMOTP TBOETO MPOMUIL U €ro
COJIEP’)KUMOT0, CclIeNail ero TOJIbKO "1Isl Ipy3en';

3. He pasmemiaili u He yka3biBail WH(OpMAIINIO, KOTOpPAs MOXET KOro-TuOO OCKOpOISATH
WA OOMKaTh.

ABTOpCKOE npaBo

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MMOJB30BaTeNn IU(pPoBOro npoctpancTea. OIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOrO Mupa Tpedyer
cOOJTII0IeHHSI TIPAaB HA MHTEIUICKTYAIbHYI0 COOCTBEHHOCTD.

Tepmun "MHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QortorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME TpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, JTUTEPATYPBI U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYNAIOT B KAYE€CTBE TAPAHTHUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBeIJIHBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTrax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €r0 IMPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTb, MMIIOPTUPOBATH, IYCKAaThb B MPOKaT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCHIOIHATH B AHpe UK pazmeniaTs B IHTepHeTe.

Hcnons3oBanue "muparckoro” MporpaMMHOTO OOECIeYEHHUsT MOXKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEpPH NAaHHBIX K TBOMM AaKKayHTaM J10 OJOKMPOBKHM TBOETO YCTPOWCTBA, I/
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JiETajbHbIE
U OecrIaTHBIE IPOTPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.

O nopTane



CereBu4ok.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3JeCh Thl MOXKEIIb Yy3HAaTh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM S3BIKOM, @ IIPU BO3HUKHOBEHUM KPUTHUYECKOU
cCUTyaluu oOpaTHTbCS 32 COBETOM. A TakKe MPHUHSITH Y4acTUE B KOHKYpPCax U CTaTb CaMbIM
U(POBBIM TPaKTaHUHOM !



